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1. ITosicHUTEIbHAA 3aAMUCKA

1.1. ean v 3aga4M TUCHUILIMHBI

HGJ'IB JUCHUIIINHBI — HpO(I)eCCI/IOHaHBHaH MoAroToBKa MaruCTpaHTOB, HCOGXOIII/IMB.}I JJIs1 OCBO-
CHHU METOJ0B 1 TEXHOJIOTHit 3allUTHI I/IH(i)OpMaHI/II/I B KOMIIBIOTEPHBIX CECTAX

3a;laq14 JUCHUITIIMHBI:
JaTh 3HAHUA:

— 0 METOJIaX U CPEJICTBAX 3aIIUTHI HH()OPMAIINY B KOMIIBIOTEPHBIX CETSX;
— 0 TEXHOJIOTUY MEKCETEBOr0 YKPAHUPOBAHUS;
— 0 METOJAaX U CPEACTBAX NOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEN;

— 0 METOJIaX M CPECTBAX ayInUTa 3aMUIIEHHOCTH HHPOPMAIIMOHHBIX CHCTEM.

1.2. Hepeqem) INIAHUPYEMBIX PE3yJabTaTOB OﬁylleHl/IH nmo AuCuuMnjanHe, COOTHECCHHbBIX C
HHAUKATOPAaMHU JOCTHKCHUSA KOMIIeTeHII il

KoMnerenuus

HNuaukaTopbl KOMIETEHIUI

Pe3yabTarhl 00y4yeHust

[TK-6 — cnoco6HOCTH hop-
MHUpPOBaTh CTPATETHUIO WH-
dbopmaTuzauu MPUKIIA]I-
HBIX IPOLECCOB U CO3/a-
HUS TPUKIAIHBIX HUHGOP-
MAaIMOHHBIX CHCTEM B CO-
OTBETCTBUU CO CTpaTeru-
el pasBUTUSA IPEaNpUsi-
TN

[IK-6.1 — 3Haer TeopeTHyeckue
OCHOBBI CTPATErMUECKOro yrnpaB-
JICHUS TIPEANPUSTHEM U UHGOP-
MalMOHHBIMHU TEXHOJIOT'UAMU

3HaTh:

TEXHOJIOTUH OOHAPYKEHUSI KOMIIbIO-
TEPHBIX aTaK W HUX BO3MOXKHOCTH;
OCHOBHBIC YH3BHMOCTH U THUIIOBBIC
aTakh Ha COBPEMEHHBIE KOMITBIOTEP-
HBIC CUCTCMBI,

BO3MOKHOCTH M OCOOEHHOCTH MC-
ITIOJIb30BAHUA CHGI_II/IaJII/I3I/IpOBaHHBIX
MPOrpaMMHO-aNNapaTHbIX  CPEJCTB
IIpU MIPOBEACHUU ayauTa UHPOpMa-
LIMOHHOM 0€30IMacHOCTH;

METOAbI 3alllUThI KOMHBIOTepHBIX
ceTel MpW aBTOMATH3AIMU HHQOP-
MAIMOHHBIX MPOIIECCOB U UHPOpMa-
TU3AIUU TIPEANPUIATHA U OpraHu3a-
ANZ0%1

[1K-6.2 — YMmeeT aHanmu3upoBaTh
NOTPeOHOCTH  TPEANPUATHS B
uHpOpMaTH3aluy, IJIAHUPOBAThH
pazsutue UT no HanpaBineHusM

YMers:

BBITIOJIHATh HACTPOWKY 3allUTHBIX
MEXaHHU3MOB CETEBBIX MPOIPAMMHO-
anrmapaTHbIX CPE/ICTB;

HACTpauBaTh MOJUTUKY Oe30MacHO-
CTH CpPEICTBAMHU MPOTPaMMHO-aMMa-
paTHBIX KOMILJIEKCOB CETEBOM 3allly-
Tl UH(POPMALIUY;

OPraHU30BBIBATH 3AlIUTy CETMEHTOB
KOMIIBIOTEPHON CETH C HCIOJb30Ba-
HHEM MEXCETEBBIX IKPAaHOB

[IK-6.3 — Bumaneer HaBbIKaMu
(dbopMUpOBaHHS CTpaTEerUH WH-
dbopMaTuzanuy MPEANPUATHS B
COOTBETCTBUM CO CTpaTerueu
pa3BUTHUS

Bnanets:

HaBbIKAMHU aIMUHUCTPUPOBAHUS Ce-
TEBBIX MIPOTPAMMHO-AIIAPATHBIX
KOMILJIEKCOB 3alIUThl HH(POpMAINK;
HaBbIKAMHU AJMUHHCTPUPOBAHUS CH-
CcTeM OOHApYXEHUSI KOMIThIOTEPHBIX
aTakx;




HABBIKAMU aJIMUHUCTPUPOBAHUS CH-
CTEM BUPTYaJbHBIX YaCTHBIX ceTeil

OpraHu3alNH
[IK-5 — cnoco6nocTh uc- | [IK-5.1 — 3HaeT coBpeMeHHbIC | 3HATH:
MOJIb30BaTh COBPEMEHHBIC | METOJBI  OIEHKM  KauyecTBa, | Kiaccuukanuo u OOyl Xapak-

METO/Ibl OIICHKU Ka4ecTBa,
HaAEXKHOCTH W HH(pOpMa-

IUOHHON  0€30IIacHOCTH
MH(POPMALMOHHBIX cu-
CTeM B TIIpolecce HX

MIPOEKTUPOBAHUSI U IKC-
IUTyaTaluu

HAI&KHOCTH W MH(OPMAIIUOH-
HOU Oe3omacHocTH WH(pOpPMAIH-
OHHBIX CHCTEM B Tpolecce
MPOCKTHUPOBAHUS M OKCIUTyaTa-
12001

TEPUCTHKY CETEBBIX IPOTPAMMHO-
afraparHbiX CpCACTB 3alllUTbl HH-
dhopmaruy;

OCOOCHHOCTH peaM3alliii METOJIOB
3alIUThl MTHPOPMAIUU COBPEMEHHBI-
MH [IPOrpPaMMHO-AIIapaTHBIMU
CpeACTBaMu;

OCHOBHBIC NPUHIUIIBI aAMHUHUCTPU-
POBaHUS 3AIUIIEHHBIX KOMITBIOTEP-
HBIX CUCTCM.

[IK-5.2 — VYmMeeT mNpUMEHSTH
COBPEMEHHBIC METOJbl OILICHKH
KauecTBa, HaIEKHOCTU U UHPOP-
MaIMOHHON 0€30MacHOCTH WH-
(bOopMallMOHHBIX CHUCTEM B IIPO-
1ecce MNPOEKTHUPOBAHUS U IKC-
TTyaTaluu

YMeTh: NPUMEHATh MEXaHU3MBbI 3a-
IOUTHI, PCAJIM30BAHHBIC B IIPOI'paMM-
HO-almnapaTHbIX KOMIUIEKCax, C Iie-
JpIO0  TOCTPOCHMUS  3AILMILIEHHBIX
KOMIIBIOTEPHBIX CETEH.

I[IK-5.3 — Biazgeer HaBBIKAMHU
MIPUMEHEHUST COBPEMEHHBIX Me-
TOJIOB OIICHKH KauecTBa, HaIEXK-
HOCTH M MH(OPMAIIMOHHOH Oe3-
OMACHOCTH  MH(OPMALMOHHBIX
CHUCTEM B TIPOIIECCE MPOEKTUPO-
BaHUS U DKCIUTyaTaIlH
npukiaagaeix UC"

Biamers: MeToaMKON INpOBENCHUS
aynuta uH(OpMaAIMOHHOW Oe3ormac-
HOCTH.

1.3. MecTO AUCHUIJIMHBI B CTPYKTYpPe 00pa30BaTe/IbHOM MPOrpaMMbl

I[I/ICIII/IHJII/IHa «Texnomorun 3alllUTHI I/IH(l)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX>» OTHOCHUTCA K AUC-
OUIINIMHAM 4YacCTH, q)OpMpreMOﬁ Y4aCTHUKaMH O6paSOBaTCJ'IbHBIX OTHOIIIEHUH OJI0Ka AUCHu-

IUTMH y4e0HOro IJIaHa.

Jlis ocBOEHMSI TUCHUIUIMHBI HEOOXOAMMBI 3HaHWS, YMEHUS U BIaJeHHs, cHopMHpOBaHHBIC B
XOZIe M3YYEHUS CIeNyIoIMUX TUCHUIUINH: «Teopust nH(GOPMAIMOHHBIX MPOIECCOB U CHCTEMY,
«ApXHUTEKTypa NpeanpuaTuil 1 nHGOPMALMOHHBIX cucTem», «MHpopmatukay, «TeopeTnueckue
OCHOBBI KOMITBIOTEPHOM 0€3011aCHOCTHY.
B pesynbTare ocBOeHMS AUCHUIUIMHBI (DOPMHUPYIOTCS 3HAHUS, YMEHUS U BIaJEHUS, HEOOXOIH-
MBI€ JJIl U3YyUYEHUS CICAYIOUMX AMCLUUIUIMH U MPOXOKICHUS IMpakTUK: «MeToibl ceMaHTH4e-
CKOTO TMOKCKa U 00paboTKH HHPOPMAIIH B KOMIIBIOTEPHBIX CeTAX», «O0MauHble TEXHOIOTHI,
«MeTo010THS U TEXHOJIOTHS IPOSKTHPOBAHUS MH(POPMAITMOHHBIX CUCTEM.




2. CTpyKTypa AMCHHUIIMHBI

OO6mr1ast Tpy10EMKOCT AUCIHUIUINHEI COCTABIAET 3 3.€., 108 akageMHIecKHX 9acoB.

CTpyKTypa AMCUMIJIMHBI IS 04HOM GopMBbI 00ydeHus1

O6beM TUCIUIIIHHGI B OpMe KOHTAKTHOM paboThl 00yYaIOUINXCs C MEAarorHiyeCKUMH pa-
OOTHMKaMHU U (WJIN) JUIAMH, IPUBJIEKAEMBbIMU K peain3alui 00pa3oBaTebHOM MporpaMMbl Ha

UHBIX YCIIOBHAX, TP MIPOBEACHUH YUCOHBIX 3aHATHIL:

Cemectp | Tun yueOHBIX 3aHATHIA KommmuecTBo
JacoB
2 Jlexmm 14
2 [TpakTHueckue padoThl 16
Bcero: 30

O0beM AUCIUIUIHHBI (MOIYIIs1) B POpME CaMOCTOATENHHOM PAOOTHI O0YYAIOIINXCSI COCTAB-

aser 78  akaJeMUYECKHX 4acoB.

CTpyKTypa JUCHUIIMHBI AJI51 04HO-3204HOI (popMBbI 00yUeHUs1

O0beM AUCIUIUTHHBI B JOpME KOHTAKTHOW PAOOTHI 00YYArOIIUXCS C TIeIarOTHIYeCKUMU pa-
O00THMKaMU U (WJIM) JUIIAMH, IPUBJIEKAEMBIMU K peajii3aliuil 00pa3oBaTeIbHOM MpOrpaMMbl Ha

HHBIX YCJIOBUSX, IPU MPOBEACHNH YUeOHBIX 3aHATU:

Cemectp | Tun yueOHBIX 3aHATHIA KonnuectBo
4acoB
4 Jlexuun 12
4 [TpakTrueckue paboThl 12
Bcero: 24

O6bem uctMIIMHbL (MOYJIs) B (hopMe caMOCTOATEAbHON paboThl 00YJaIOIIUXCS

coctaBiisieT 84 akaJIeMUYECKHUX 4aca.

CTpyKTypa JUCHHUILIMHBI JJ151 3204HOI (popMBbI 00yUeHUs

O06beM TUCIUIUIMHBL B pOpME KOHTAKTHON paboThl 00yYarOIIUXCs ¢ Ie1arorH4eCKUMHU pa-
O0THMKaMU U (WJIM) JIUIIAMH, TIPUBJIEKAEMBIMU K peajin3alui 00pa3oBaTelbHOM MporpaMMbl Ha

WHBIX YCJIOBUSIX, IPU MPOBEACHUH YUEOHBIX 3aHATUM:

Cemectp | Tun yueOHBIX 3aHITHI KomnuecTBo
4acoB
2 Jlexnn 4
3 Jlexuuu 4
3 ITpakTueckue paboTHI 4
Bcero: 12

O6beM qucHMITMHBL (MOTyJis1) B (hOpME CaMOCTOSITEIbHON paboThl 00YyYAIOIINXCS COCTaB-

aser 96  akageMHU4ecKHX yaca(oB).




3. Coaep:xkanue TUCHUNIMHBI

Tema 1. OcHOBHBbIE YI3BUMOCTH ¥ BHbI ATAK HA KOMIIbIOTEPHbIE CUCTEMbI

Buasl atak Ha xomnerotepHbie cuctembl (KC). Ocnoubie ys3Bumoctu KC. Hecankunonupo-
BaHHBIN octyn k uHopmanuu (HC). Yreuka nndpopmanuu. Bunet 3amutel ot HC/l u yreuku
uHpopMalmu. Opranu3alnoHHO-TIPABOBEIE METO b 3auThl nHpopMmanmu. Knaccuduxarms as-
TOMATHU3UPOBAHHBIX CUCTEM U CPEJCTB BHIUMCIUTENBLHON TEXHUKHU O YpoBHIO 3ammTe oT HC/I.

Tema 2. 3amura nHpopManuy B KOMIBIOTEPHBIX CETAX

OcHoBHI ceteBbix TexHonorui. Tomomorust cereit. Moaens ISO/OSI u TCP/IP. MapmpyTtuza-
1usi. OCHOBHBIE CETEBBIE YCTPOICTBA.

Pasrpannuenue goctyna K 3aligiaeMbIM pecypcaM. Mojenu foctyna K 3alluiiaeMbIM pecyp-
caMm. Metoab! ayteHTu¢ukanuu. [laponbHas 3ammra, crocoObl OpraHu3allM, JOCTOMHCTBA U
HeJOoCTaTKU. Buabl cpeacTB M cucTeM 3amuThl MHQOpMaiuu. MexceTeBoe 3KpaHHpPOBAaHHUE.
[TpuHIUIIBI MEXCETEBOr0 AKpaHupoBaHus. JemunutapuzoBaHHas 30Ha. Knaccudukanums mex-
CEeTeBBIX PKpaHOB. BupryanbHbie yacTHble ceTu. [IpuHINIBI MX pabOThL. DIIEKTPOHHO-IIUPpOBas
HOJMKCh. 3aIUIIEHHBINA AIEKTPOHHBIN TOKYMEHTO000pOT B OpraHu3aii. AJIMUHUCTPUPOBAHNE
BCTPOEHHBIX U JOOABOUHBIX CHUCTEM 3alUThl HHPopMaruu. OnepannonHsie cucreMbl MS Win-
dows u MS Windows Server. KommiekcHas cuctema 3amuthl nHpopmanuu «Ilanmups-Ky».

Tema 3. CpeacrBa o0HApPYKeHNSI KOMIILIOTEPHBIX aTaK U AyJAUT 0€30MaCHOCTH KOMIbIO-
TePHBIX CHCTEM

CpencrtBa 00HapyKEHUST KOMITBIOTEPHBIX aTaK, UX Ha3HAYCHHUE, MPUHIHIBI pPaboThl. CpencTBa
PEIOTBPAICHHS] KOMITBIOTEPHBIX aTak. AyIUT 0€30MacHOCTH ceTel, ero BUAbI U 1eiau. OCHOB-
HBIC 3Tarbl ayuta 6e3onacHocTu. CpeacTBa ceTeBoro ayaura. OT4eéT 00 ayure ceTeBor 0e3-
OMAacCHOCTH.



4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Jlnist mpoBeieHUs1 yUeOHBIX 3aHATUH MO TUCIMIUIMHE UCHOJB3YIOTCS pa3iInyHble 00pa3oBa-
TEJIbHBbIE TEXHOJIOTUU. JJI1 OpraHu3aluu y4eOHOro mpouecca MoXKeT ObITh MCIOJIb30BaHO JJIEK-
TPOHHOE 00y4eHue U (WJIM) TUCTaHIIMOHHBIE 00pa30BaTEIbHbIC TEXHOJIOTHH.

5. OueHka MUIaHUPYEMBIX pPe3yJabTAaTOB 00y4eHus!

5.1. CucremMa onleHUBaAHUA

Dopma KOHTPOJIA Makc. KOJIH4eCTBO 0aJ1710B
3a oany paoo- |Bcero
Ty
Texymuii KOHTPOJIb:
- onpoc (memwl 1-3) 10 6annos 30 bannos
- npakmuyeckue pabomot No [-3 10 6annos 30 bannos
[IpoMexxkyTouHas arrecTanus 40 6annos
IK3amen
HToro 3a cemectp 100 6annos
IK3amen

[Tomy4yeHHBIN COBOKYIHBIM pe3yJIbTaT KOHBEPTUPYETCS B TPAJULMOHHYIO LKAy OLICHOK U B
KAy OLEHOK EBpormeiickoil cucteMbl mepeHoca W HakoruieHust kpeautoB (European Credit
Transfer System; nanee — ECTS) B cooTBeTcTBHM ¢ TaOnuIeit:

100-6ampHas mKa- TpaumonHas mxana IIxamna
ja ECTS
95 -100 A

33 _ 94 OTJIHNYHO B

68 — 82 XOPOIIO 3a4TEHO C

56 — 67 D

50_ 55 YAOBIIETBOPUTEIHHO E
20-49 FX
0-19 HEYIOBJIETBOPUTEIHHO HE 3a4TEHO F




5.2. Kpurepuu BbICTaBJIeHUS] OLEHKH M0 IUCHUILIHHE

Banasy/
HMIxanaa
ECTS

OueHka mo auc-
HUILINHE

Kpurepun onieHKkH pe3y/ibTaTOB 00y4eHUsI 110 AN CLH-
MJIMHe

100-83/
A, B

«OTIIMYHOY /
«3a4TeHO (OTJINY-
HO)» /

«3a4TEHO»

BeicraBnsercsa oOyuatromeMycs, €Ciid OH IITyOOKO U Ipoy-
HO YCBOWJI TEOPETUYECKHUM U PAKTUYECKUN MaTepHUall, MO-
KET NPOJIEMOHCTPUPOBATH 3TO HA 3aHATHUIX U B XOAE IIPO-
ME)KyTOYHOH aTTeCTALUH.

OO0yJaromuiics KCUEPIBIBAIOIIE U JJOTHIECKUA CTPOMHO U3-
JaraeT y4eOHbII MaTepuall, yMeeT yBSI3bIBaTh TEOPHUIO C
MIPAKTUKOH, CIIPABIISIETCA C pelIeHUEM 3a1au Ipodeccuo-
HaJbHON HAaIPaBJIEHHOCTU BBICOKOI'O YPOBHS CII0KHOCTH,
IIPaBUIIBHO OOOCHOBBIBAET MPUHSATHIC PEIICHUS.
CB000/1HO OpUEHTHPYETCS B y4eOHOH U IpodecCHoHATb-
HOU JIUTEpaType.

OneHka o JUCHUIUIMHE BBICTABIIAIOTCS 00YUarOIEMYCs C
y4E€TOM PE3yJIbTATOB TEKYILEH U IPOMEKYTOYHOU aTTeCcTa-
LUN.

Kommerenmu, 3akpeniaéHable 3a JUCIUTLTHHON, cop-
MHUPOBAHBI Hd YPOBHE — KBBICOKHI».

82-68/

«XOopouIoy /
«3a4TeHO (XOpo-
ro)» /
«3aUTCHO

BricTaBisiercs 00y4aromiemycsi, €Ciii OH 3HaeT TEOpeTHYe-
CKMI U MPAKTUYECKUI MaTepHall, FPaMOTHO U I10 CYILIECTBY
M3JIaraeT €ro Ha 3aHATHUAX U B XOJ1€ IPOMEKYTOYHOU aTTe-
CTallMU, HE JIOITyCKasl CyLIECTBEHHBIX HETOYHOCTEM.
OOyuarouuiicst IpaBUIBHO MPUMEHSET TEOPETHYECKHUE T10-
JIO’KEHUS TIPU PEIIeHUH MPAKTUYECKUX 3a/1a4 Npodeccro-
HAaJIbHOM HAIIPABJICHHOCTH PAa3HOI'O YPOBHS CIIOKHOCTH,
BJIaJieeT HEOOXOUMBIMU JJI TOTO HAaBbIKaMU U Mpuéma-
MH.

JlocTaTouyHO XOPOIIIO0 OPUEHTUPYETCS B YIEOHON U TIPO-
(heccuoHanbHOM TUTEpaTYpE.

Onenka no JUCHUILTMHE BBICTABISIOTCS 00ydaromeMycs ¢
y4E€TOM PE3yJIbTATOB TEKYILEH U IPOMEKYTOYHOU aTTeCTa-
LUN.

KomrmeTenmu, 3akperiéHHble 3a JUCIUTLTHHON, cop-
MHPOBAHBI HA YPOBHE — «XOPOLLIUNY.

67-50/
D,E

«YIOBIIETBOPH-
TEIBHO» /
«3a4yTeHo (yA0BIIE-
TBOPHUTEIHHO)» /
«3a4TCHO

BricTaBisiercst 00yJaromemycsi, €clii OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUUECKUH U PAKTUYECKUN MaTepua, J0Iyc-
KaeT OT/ICIbHBIC OTUOKH MPHU €T0 M3JI0KCHUH Ha 3aHATHUIX
U B X0J1€ IPOMEXYTOYHON aTTECTALlUU.

OOy4aronuiicst UCIIBITHIBACT OPEICIEHHBIE 3aTPYAHCHUS
B IPUMEHEHHUH TEOPETUYECKUX MOJI0KEHUN MTPU PEILIEHUH
MPAKTUYECKHX 337124 MPo(heCcCHOHATLHON HAIIPABICHHOCTH
CTaH/IapTHOT'O YPOBHS CIIOKHOCTH, BJIaIe€T HEOOXOUMbI-
MU JJIs1 3TOTO 0a30BBIMU HABBIKAMU M MIPUEMAMH.
JIeMOHCTpHUpYET TOCTATOYHBIN YPOBEHDb 3HAHUS yUeOHOM
JUTEPaTypPHhI 1O JUCIUTUIHHE.

OneHka no JUCHUILTMHE BBICTABISIOTCS 00y4daromeMycs ¢
YU€TOM PE3yJbTaTOB TEKYIIEH U MPOMEKYTOUHOMN arTecTa-
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Bbanarnl/ Onenka mo auc- Kputepun oneHkH pe3ybTaTOB 00y4eHNs MO AUCIHU-
Ixana IUIINHE IJIMHE
ECTS

1107078

Komrmerenum, 3akperiéHable 3a JUCIUTLTHHON, cop-
MHPOBAHbI HA YPOBHE — «JA0CTATOYHBINY.

49-0/
F, FX

«HEYIIOBIETBOpPHU- | BricTaBisercst oOyyaroiemMycsi, €ClIi OH He 3HaeT Ha Oa-
TEIBHO» / 30BOM YPOBHE TEOPETUUECKUN U TPAKTUYECKHUI MaTepual,
HE 3a4TEHO JIOMyCKaeT TpyOble OMIMOKY MPH €ro U3JI0KEHUHU Ha 3aHs-

TUSX U B XOJI€ MPOMEKYTOYHOU aTTECTALIUH.
OOyuarouuiicss UCTIBITHIBACT CEPbEIHBIC 3aTPYAHEHUS B
MIPUMEHEHUN TEOPETUUECKUX TMOJIO0KEHUI NPU peLIeHUH
MPAKTUYECKHX 33124 MPO(HeCCHOHAIBHONW HANpPaBIEHHOCTH
CTaHJAPTHOTO YPOBHS CJIOKHOCTH, HE BJIaZiceT HEOOXO01U-
MBIMHM U1l 3TOTO HaBBIKAMU U IPUEMAMHU.

JlemoHcTpupyeT (hparMeHTapHbIe 3HaHUS y4eOHOM uTepa-
TYpBbI 110 TUCLHUIUIMHE.

OneHka no JUCHUILIMHE BBICTABISAIOTCS 00ydaromeMycst ¢
y4€TOM pe3yJIbTaTOB TEKYILEH U IPOMEKYTOYHON aTTecTa-
IUH.

KomMmnereHum Ha ypoBHE «JOCTaTOUHBINY, 3aKPEIUIEHHBIE
3a JUCIUIUIMHOM, HE CPOPMUPOBAHBI.

5.3. OueHouyHbIe cpeacTBa (MaTepHaJIbl) I TEKYLIero KOHTPOJS YCIeBaeMOCTH, IpoMe-
JKYTOYHOM ATTeCTALUH 00y4AIOLIUXCH MO TUCHHUIINHE

Yemmuwtii onpoc

YeceTHBIH 0npoc — 3TO CPEACTBO KOHTPOJIS,, OpraHM30BaHHOE KaK CIieluaibHas Oecena mpemnoaa-
BaTessl ¢ 00yJaronMcs Ha TEMBI, CBSI3aHHBIC ¢ M3y4aeMOUW AMCIUIUIMHON, U PACCUMTAHHOE Ha
BBISICHEHHE 00bEMa 3HAHUI 00YUaIOIIErocs Mo ONpeAeIEHHOMY pa3ieny, TeMe, MPoOIeMe U T.1I.

WO R WD —

Ilepeuens ycmuuix 60npocog 011 npoeepKu 3HAHU

Bunpl arak Ha KOMIBIOTEPHBIE CHCTEMBI.

Knaccudukanms ysa3BUMOocTel KOMITBIOTEPHBIX CUCTEM.

Mogaenu 3amutel oT HCJI.

Tononoruu ceren.

Monens ISO/OSI.

YcerpoiicTBa nepsoro yposHs mozenu [SO/OSI.

YcrpoiictBa BToporo yposHs moaenu ISO/OSI.

VYerpoiicTBa Tpetsero yposHs moaenu [SO/OSI.

[TaponbHas 3amuTa, ciocoObl OpraHnU3aluy, JOCTOUHCTBA U HEJIOCTATKH. .
Metonp! ayTeHTU(UKAITUH.

MexceTeBoe IKpaHUpPOBaHHE

Jemunntapu3zoBaHHas 30Ha.

Bupryaneubie yactabie cetu. [IpuHIUIIBI UX pabOTHI
AJMHHUCTPUPOBAHHUE BCTPOCHHBIX M JOOABOYHBIX CUCTEM 3aIIUTHI HHPOPMALIUU
CpenctBa oOHapy>KeHUs U MPEAOTBPAICHUs KOMITBIOTEPHBIX aTak

Buap! 1 nenn ayauta 6€30MacHOCTH CETEH.

OcHOBHBIE 3Talbl ayAuTa 6€30MacHOCTH?
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Ilpumepnvie 3a0anusn 011 mecmuposanus

1. Ya3BuMocCTh — 3T0:

a) 10bas_XapaKxmepucmuka uny ceoucmeo UH@GOPMAUUOHHOU CUCHEMbl, UCNONb30BAHUE KOMO-
DO Hapyuiumenem Mojcenm npusechmu K peaiu3ayui Vepo3bl

0) nro0ast oOHapyKEeHHAsI XapaKTEPUCTUKA WU CBOWCTBO HH(POPMAITMOHHOW CUCTEMBI, UCTIOIb-
30BaHME KOTOPOH HAPYIIMTEIEM MOXKET MMPUBECTHU K pealn3allii yIPO3bl

B) JIt00ast BBISIBJIICHHAS XapaKTEPUCTHKA UM CBOMCTBO HH()OPMAIIHOHHON CHCTEMBI, HCITOJIb30-
BaHHE KOTOPOH HAPYIIMTEIEM MOXKET IMTPUBECTH K pealTU3alliyl YTPO3bI

2. YKa)KI/ITe, Ha KaKHX 3Tanax *KU3HCEHHOI0 NMKJIa CUCTEMbI BO3MOKHO BOBHUKHOBCHUS yA3BUMO-
creii:

a) Ha JTare NPOEKTUPOBAHU

0) Ha JTarne peanu3anuu

B) HA ATAre KCIUTyaTaluu

T) Ha 8cex mpéx nepeyucieHHblX 9manax

Ilpumepniule 6onpocel K 3auémy ¢ OUEHKOU

Krnaccudukanus atak Ha KOMIbIOTEPHbBIE CUCTEMBI.

OCHOBHBIE YA3BUMOCTH KOMIIBIOTEPHBIX CUCTEM.

Bubl HecaHKIIMOHUPOBAHHOTO JTOCTYIA K HHGOpMAIUH.

[Tonstue yreuku nnopmanuu. OCHOBHBIE KaHAIBI YTEUKH.

Buapt 3amutel or HCJI 1 yTeuxku nadopmaruu.

Opranu3almOHHO-TIPABOBBIE METO/IbI 3AIIUTH HHPOPMAIIHIH.

Krnaccudukanus aBTOMaTU3UPOBAHHBIX CUCTEM U CPEACTB BBIYMCIUTEIBHONW TEXHUKH IO

yposHio 3amute ot HCJI.

8. JluckpenumoHHas MOJIEJb IOCTYyIIA K 3allUIIaeMbIM peCypcam.

9. MangaTHas MOJIeJIb JOCTYIIA K 3alIUIIAEMbIM peCypcam

10. Meroab! ayTeHTUDUKALINH.

11. ITaponbHas 3amuTa, CIOCOOBI OpraHU3aIUH, TOCTOMHCTBA U HEJOCTATKU.

12. Buapl CpeicTB v CUCTEM 3aIUTHI HH(POpMAITUH.

13. [IpuHIUIIBI MEXXCETEBOTO SKPaHUPOBAHMUS.

14. Opraau3anus 1eMATUTapU30BaHHON 30Ha.

15. Knaccudukarus v NpUHITUIIBI MEKCETEBBIX YKPAHOB.

16. IlpuHIUOBEI TOCTPOCHUS U PAaOOTHI BUPTYaJIbHBIE YaCTHBIE CETH.

17. IlpuHuunel paboThI AIIEKTPOHHO-IIU(PPOBAs OITUCH.

18. Opraau3anus 3aHImEHHOTO0 AJIEKTPOHHOTO IOKYMEHTO000POTa B KOMITAHHUH.

19. AnMuHHCTpHpPOBaHUE BCTPOCHHBIX U JOOABOYHBIX CUCTEM 3aIIUThI HH()OPMAIIUH.

20. ATMUHHUCTPUPOBAHUE BCTPOCHHOU crucTeMbl 3amuThl nHbopmanmu OC cemeiictea MS Win-
dows (J10KambHO)

21. ATMUHHUCTPUPOBAHUE BCTPOCHHOU crucTeMbl 3amuThl nHbopmarmu OC cemeiictBa MS Win-
dows Server.

22. KommiekcHast cuctema 3amuthbl nHGopmanmn «Ilanmmps-K».

23. CpenctBa 0OHapyKEHUSI KOMIBIOTEPHBIX aTaK, MX Ha3HAYCHHE, IPUHIIUITBI PAOOTHI.

24. CpencrtBa NpelOTBPALICHUS] KOMITbIOTEPHBIX aTak.

25. Ayaut 6e301acHOCTH CeTel, ero BUAbI U LEIH.

26. OcHOBHBIE 3Tallbl ayAUTa OE30MACHOCTH.

27. CpencrBa cEeTEBOro ayAuTa.

28. CtpykTtypa oT4€T 00 ayIUTE CETeBOM 0E30MaCHOCTH

Nk W=
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6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 0O0ecnevyeHne TUCHUIINHBI

6.1. CiicoK HCTOYHUKOB M JIUTEPATYyPHI

Hcrtounuku
OcHOBHBIE

1. @edepanvuviti 3akon ot 27 nrons 2006 r. Nel49-®3 «O06 undpopmanuu, HHPOPMALIMOHHBIX
TEXHOJIOTHSIX M O 3armuTe uHbopMmarum» (¢ u3M. u jnom., noci. oT 01.05.2019). [DnexTpoH-
HBII pecypc] : Pexxum noctyna : http://www.consultant.ru/document/cons_doc LAW 61798/,
CBOOOJIHBIN. — 3arJl. C KpaHa.

2. Pykosoosawuii 0okymenm. ABTOMaTU3UPOBAHHBIE CUCTEMBI. 3allluTa OT HECAaHKIMOHUPOBAH-
HOTO JTocTymna K uHpopmanuu. Kimaccupukanys aBTOMaTH3HPOBAHHBIX CUCTEM U TPEOOBAaHUS
1o 3amure HHGopMauu. Y TBepKIEeHO pelieHneM npeacenarens ['ocy1apcTBeHHON TeXHUYe-
ckort komuccun nipu [pesunente Poccuiickoit @eaepammu ot 30 mapta 1992 . [DnekTpon-
HeIE  pecypc] :  Pexum  goctyma @ https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoOonHBIH. —
3ari. ¢ 3KpaHa.

3. Pykogoosuwyuii ookymenm. CpecTBa BBIYMCIUTEIbHON TEXHUKH. 3aIIUTa OT HECAHKIIMOHUPO-
BaHHOTO JocTyna K mHpopmanuu. [Tokazareny 3aMIIEHHOCTH OT HECAHKIIMOHHPOBAHHOTO
J0CTyMa K UH(pOpMaIMU. YTBEPKIEHO peleHreM npeacenatens ['ocyjapcTBEHHON TexHUYe-
ckort komuccun nipu Ipesunente Poccuiickoit @eaepammu ot 30 mapta 1992 . [DnekTpon-
HeIE  pecypc] :  Pexum  goctyma @ https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBo601HbIH. —
3ari. ¢ 3KpaHa.

4. Pyrosoosawuii 0okymenm. CpeaCTBa BIYUCIUTENBHON TEXHUKH. MeKceTeBble SKpaHbl 3allu-
Ta OT HECAaHKIIMOHUPOBAHHOTO JocTymna K uH(popmaruu. [Tokasarenu 3anumEHHOCTH OT He-
CaHKI[MOHMPOBAHHOT'O JOCTYIAa K HHPOpPMAaLUU. Y TBEPXKACHO pelieHreM npezcenarens [ocy-
JApCTBEHHOM TexHnueckoil komuccuu npu Ilpesunenre Poccuiickoit denepaunu ot 25 utons
1997 r. [DnexTponHslif pecypce] : Pexum noctyna : https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-g, cBoboaHbIii. —
3ari. ¢ 3KpaHa.

JlonoaHUTENbHbIE

5. Pykosooawuii 00KymeHT. 3allluTa OT HECAHKIIMOHUPOBAHHOTO MOCTyMa K nHpopmaruu. Tep-
MUHBI U OIpe/ieieHus. YTBEp)KICHO peleHueM mpencenatens ['octexkomuccun Poccun ot
30 mapta 1992 r. [DnexTpoHHsbIi pecype] : Pexxum nocrymna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBOOOHBIH. — 3ari. ¢ sKpaHa.

6. Pykosoosawuii 0okymenm. 3amuTa OT HECAaHKIMOHHWPOBAHHOTO JIOCTyNMa K HH()OPMAIIHH.
Yacts 1. IlporpamMmmHoe oOecrnieueHue cpeAcTB 3amuTsl MHGopManuu. Krnaccudukauus no
YPOBHIO KOHTPOJISI OTCYTCTBUS HEJICKIIAPHPOBAHHBIX BO3MOKHOCTEH. Y TBEPIKACHO pEIICHUEM
npencenarens 'ocyrapcTBeHHON TexHUYECKOW Komuccuu npu Ilpesuaente Poccuniickon Pe-
nepanuu ot 4 utonsa 1999 r. N 114

7. @edepanvusiii 3axon «O06 uHPOpMAIK, HHOOPMALIMOHHBIX TEXHOJOTUSIX U O 3aIIuTe HHPOP-
Manum» oT 27.07.2006 N 149-®D3 (pex. ot 19.07.2018). [DnexTponnsiit pecypce] : Pexum no-
cryna : http://www.consultant.ru/document/cons doc LAW 61798/, cBoGonubIii. — 3ari. ¢
JKpaHa.
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Jlureparypa
OcHoBHas

babam, A. B. MozaenupoBanue cuctemsl 3auThl nHpopmaruu. [IpakTukyMm : yuebHOe mo-
cooue / E.K. bapanosa, A.B. babam. — 3-e u3zn., nmepepad. u gorn. — Mocksa : PUOP :
NH®OPA-M, 2023. — 320 c. + [lomn. matepuansl [DneKTpoHHbIH pecypc]. — (Bsicmiee 06-
pazoBanue). — DOI: https://doi.org/10.29039/01848-4. - ISBN 978-5-369-01848-4. -
Texct : anextponnsrii. - URL: https://znanium.com/catalog/product/2038247
Bbapanosa, E. K. AxtyansHble Bompocs! 3amuThl nH(popmanuu : MoHorpadus / A.B. babam, E.K.
bapanoBa. — Mocksa : PUOP : MHOPA-M, 2023. — 111 c. — (Hayunas wmbIcab). —
https://doi.org/10.12737/monography 58dbc380aa3a4. - ISBN 978-5-369-01680-0. - Tekcr : 31ek-
tpouHbIH. - URL: https://znanium.com/catalog/product/191570
Ulanveun B.@. KommekcHas 3amura UHQOPMALUU B KOPIOPATUBHBIX CHUCTEMax : yueo.
nocobue / B.®. llansrun. — Mocksa : UJI « DOPYM» : UHDPA-M, 2019. — 592 ¢. — (Bsic-
mee  oOpasoBanme:  bakamaBpuar). —  Texcr :  anekrponned. —  URL:
https://new.znanium.com/catalog/product/996789
L]eznos, A. IO. 3amuta MHPOPMALIMU: OCHOBBI TEOPUH : YUeOHUK /s OakalaBpuara U Ma-
ructparypsl / A. YO. lllernos, K. A. IllermoB. — Mocksa : MUznatensctBo FOpaiit, 2019. —
309 c. — (Cepus : bakanasp u maructp. Akagemudeckuii kype). — ISBN 978-5-534-04732-5.
— Teker : osnextponasid // DOBC HOpaiit [caiitr]. — URL: https:/www.biblio-

online.ru/book/zaschita-informacii-osnovy-teorii-433715

JononaurenbHas
Homewrxun, A. A. Cuctema 3amuThl HUHGOPMAIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa Ha
OCHOBE TMporpamMmHo-anmnapatHoro komiuiekca "Secret Net 5.0" / INomemkun A.A., Ko-
potkux M.B. - HoBocubupck :HI'TY, 2012. - 47 c.: ISBN 978-5-7782-1990-8. - Tekcr :
anekTpoHHbIA. - URL: https://new.znanium.com/catalog/product/556699 (nara oGpareHus:
23.08.2019).

6.2. Ilepeuennb pecypcoB HH(POPMALMOHHO-TEJIeKOMMYHUKAIIUOHHOM ceTn «AHTEpHET».

1.

2.

OXPAHA .ru. Poccuiickoe CMU o 6e3omacHocTH. [ DneKTpoHHBIN pecypc] : Pexxum moctyna :
https://oxpaha.ru/, cBoOoHBIN. — 3ari. ¢ FKpaHa.

Sec.ru. [Topran mo 6e3omacHOCTH. [DNIEeKTpOHHBIN pecypc] : Pexxum moctyma : http://sec.ru/,
HEeo0Xo/luMa perucTparys. — 3ari. ¢ 3KpaHa.

. bank oannvix yepos bezonacnocmu ungopmayuu. [Inexrponusiii pecypc| / ®CTIK Poccun,

DAY «'HUNU TIT3U ®CTIK Poccun» — Pexxum nocryma : http://sec.ru/, cBOOOAHBIN. —
3ari. ¢ 3KpaHa.

HIIIT «Hngopmayuonnvie mexnonocuu 6 6usnece». [INeKTpoHHBINA pecypc] : Pexxum pocty-
na : http://www.npp-itb.ru/products/, cBo60aHBIN. — 3ariI. ¢ 3KpaHa.

. Komnanua «Koo besonacnocmuy. [OnexTtpoHHbli pecypc] : Pexum poctyna

https://www.securitycode.ru/products/, cBoOOaHBIN. — 3ari1. ¢ YKpaHa.

6.3. IIpogeccuonasibHbIe 6a3bl JAHHBIX U MH(POPMALHOHHO-CIIPABOYHbIE CHCTEMbI

Hoctyn k nmpodeccuonanbHbiM 0a3am gaHHbIX: https://liber.rsuh.ru/ru/bases

WNHudopmanronHbie cipaBOYHbIE CUCTEMBI:
1. Koncynsrant Ilmoc
2. Tapanr

7. MaTepuajibHO-TeXHUYECKOe o0ecredeHne TN CIUNIUHbI


https://znanium.com/catalog/product/2038247
https://znanium.com/catalog/product/191570
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
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I[.HSI MaTCpHUaJIbHO-TCXHUYCCKOT'O O6€CHC‘-ICHI/I$I JUCHUITIIMHBI HCO6XOIII/IMOZ
1) muist TEKIIMOHHBIX 3aHATUNA — JIGKITMOHHBIA KJIACC C BUIACOMPOEKTOPOM U KOMITHIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh yCTaHOBJICHO cieaytomee I10:

Neri/m | HaumenoBanue [10 [TpounsBoauTENDH Cnoco6 pacmpocTpaHne-
HUS

1 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE

2 Windows 10 Pro Microsoft JUIEH3MOHHOE

3 Kaspersky Endpoint Security Kaspersky JIMLIEH3UOHHOE

2) uisl IPAKTUYECKUX 3aHITHH — KOMIBIOTEPHBIN Kjacc, 000pYyJOBaHHbBIN COBPEMEHHBIMU IEp-
COHAJbHBIMU KOMIBIOTEPAMHU AJI KaXA0T0O CTyAeHTa. Ha KoMIbloTepe JOMKHBI ObITh YCTaHOB-
neno caeayromee [10:

Nen/m | Haumenosanwue [10 [IpousBoaurens Cnoco06 pacmpocTpaHe-
HUS

1 Microsoft Office 2010 Microsoft JIAICH3MOHHOE

2 Windows 10 Pro Microsoft JINLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JULEH3UOHHOE

4 Cisco Packet Tracer v.7.2 u Beiie | Cisco Systems CcB0O0OOIHOE

8. OGecneyenne o6pa3oBaTe/ILHOrO MpoLecca JJisl JUI ¢ OTPAHMYEHHBIMH BO3MOKHOCTSI-
MH 310POBbSI 1 HHBAJIN/IOB

B xoze peanuzanuu TUCHUTTAHBI HCTIONB3YIOTCS CIIEYIONINE JOTIOTHUTEIHHBIE METOIBI
00y4eHHs1, TeKYIIEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHON aTTecTalluy 00y4JaromnuXcs B
3aBUCUMOCTH OT UX UHAUBUIYATBHBIX OCOOCHHOCTEH:

® IS CTETBIX ¥ CIa00BHIAIINX:

— JIeKUUH O(QOPMIISIOTCS B BHUJAE D3JEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IOMOILBIO
KOMIIBIOTEPA CO CHELMATM3UPOBAHHBIM IIPOTPAMMHBIM 00€CIICUEHUEM;

— IMCbMEHHBIE 3aJaHHs BBINOJHAIOTCA Ha KOMIIBIOTEPE CO CHELUAIN3UPOBAHHBIM IIPO-
IPaMMHBIM 00€CTIEUEeHUEM, UITU MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrneunBaeTcsl UHAMBHIyaJIbHOE paBHOMEpHOE ocBelleHre He MeHee 300 Jokc;

— 17 BBIMOJHEHUS 3a/laHus IpU HEOOXOJUMOCTH IPENOCTABIAETCS YBEJIWYUBAIOLIEE
YCTPOHCTBO; BO3MOXHO TAK)K€ MCII0JIb30BaHHE COOCTBEHHBIX YBEIMUUBAIOIINX YCTPOUCTB;

— MUChMEHHBIE 3aJIaHMsI 0(OPMIIIOTCS] YBEITHUSHHBIM MIPU(TOM;

—93K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (hopMe MM BBIIOJIHIIOTCS B MUCBMEHHON (Qopme
Ha KOMIIBIOTEPE.

® I MIIyXUX U CJIA00CIIbILAIINX:

— JIeKIUH O(POPMIISIOTCST B BHJE AJIEKTPOHHOTO TOKYMEHTA, OO MPEIOCTABIISETCS 3BYKO-
YCWINBAIOILAs annaparypa HHAUBUYaJIbHOTO MOJIb30BaHUS;

— MACHhMEHHBIE 3aJIaHMsI BBITIOIHAIOTCS. HA KOMIIBIOTEPE B MUCBMEHHOU (hopMme;

—3K3aMEH M 3a4€T MPOBOJAATCS B MMCbMEHHOM (hopMe Ha KOMIIBIOTEpPE; BO3MOXKHO MPOBE/IE-
HUE B (JOPME TECTUPOBAHUS.

® Ul JMI C HAPYLICHUSIMHU ONIOPHO-JBUTATEIBHOIO aIapara:

—JIGKIMM O(QOPMIISIFOTCSI B BHJE D3JEKTPOHHOIO JOKYMEHTA, JIOCTYIHOTO C TOMOIIBIO
KOMIIbIOTEpA CO CHEIMATN3UPOBAHHBIM ITPOrPAaMMHBIM 00€CIIeUeHUEM;

— IIMCBMEHHBIC 3aJIaHHs BBINNOJHAIOTCS HAa KOMIIBIOTEPE CO CHELUAIM3UPOBAHHBIM IIPO-
I'PaMMHBIM 00€eCIIeYeHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (hopMe MIIM BBIIOJHSIOTCS B MUCBMEHHOH (Qopme
Ha KOMIIBIOTEPE.

ITpu HEOOXOAMMOCTH MpeayCMaTpUBAETCsS YBEIMUYEHUE BPEMEHM ISl TIOJTOTOBKU OTBE-
Ta.
[Tponetypa npoBeeHNsT TPOMEKYTOUHOW aTTEeCTalMy JUIsi 00yUYaIOIIMXCsl YCTaHABIMBA-
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eTcsd ¢ yu€ToM UX MHAMBUIYAIbHBIX Ncuxodusnueckux ocobenHocreil. [IpomexxyTounas atre-
CTaIlMsl MOXET IMPOBOJUTHCS B HECKOJIBKO 3TAIOB.

[Tpu mpoBeneHUN MpOLEAYpPhl OLEHUBAHUS PE3yJIbTaTOB O0yUeHHs MpeaycMaTpuUBacTCs
HCIIOJIb30BaHNE TEXHUYECKUX CPEJCTB, HEOOXOIMMBIX B CBSI3U C MHAUBUAYAJIbHBIMU OCOOEHHO-
CTSIMHM OOyYaroIMXcsi. OTU CPEJCTBA MOTYT OBITh MPEJOCTaBIE€Hbl YHUBEPCUTETOM, I MOTYT
HCIIOJIb30BaThCs COOCTBEHHBIE TEXHUUECKHE CPEICTBA.

[IpoBenenue nporeaypsl OLICHUBAHUS PE3yJIbTaTOB 0OYUEHUS JOMYCKAETCs C UCIIOJIb30Ba-
HUEM JUCTaHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH.

ObecnieunBaeTcst AOCTYN K MH(POPMALMOHHBIM M OuOIMoOrpaduyeckuM pecypcaMm B CETH
WuTepuer ania kaxaoro odydaromierocs B (opmax, aJaiTUPOBAHHBIX K OTPaHUYEHUSIM HX 3]10-
POBbS U BOCIIPUATHUS MH(POPMALIUU:

® IS CIIETBIX M CJIa0OBHOSIINX:

— B I1€4aTHOM (hopMe yBEITMYEHHBIM HIPUPTOM;
— B (hopMe 3JIEKTPOHHOTO TI0KYMEHTA;

— B opme ayauodaiina.

® IS TIyXHUX U CIa0OCBIIIAIINX

— B I1e4aTHoOM (hopme;

— B (hopMe JIEKTPOHHOTO TIOKYMEHTA.

® 17151 00YyYaOLIUXCS C HApYIIEHUSIMH OTIOPHO-IBUTAaTEJILHOTO anmapaTra:
— B IIeYaTHOM (opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

VYyeOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSATENbHOM paboThl, HAy4YHAs
O0uOIMOTEKa W MHBbIE NOMELIEHUS sl 00y4YeHHUs] OCHAIIEHbl CHELMAIBbHBIM 000PYJOBAHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHMHU CPEACTBAMU O0YUEHHUS:

® Ui CENbIX U CI1a00BUASIINX:

— YCTPOMCTBOM JJi CKaHUpOBaHUs U ureHus ¢ kamepoid SARA CE;

— muctuieem bpaitnst PAC Mate 20;

— npuHTtepoM bpaiins EmBraille ViewPlus;

® IS TIIyXHUX U CIa0OCHBIIIAIINX:

— aBTOMATHU3UPOBAHHBIM pabounUM MECTOM JUIs JIFOJEH ¢ HapylIeHHEM cliyXa U ci1a0ocbl-
IIAIIHX;

— aKyCTHUYECKUH YCUIIUTENb 1 KOJIOHKHY;

® i 00y4aroIIKXCs C HapYLIEHUSIMH OIOPHO-BUTaTEIBLHOTO armnapara:
— MepeBUKHBIMU, PETYIUPYEMBIMU SproHoMudeckuMu napramu CH-1;
— KOMIIBIOTEPHOIN TEXHUKOH CO CHEMATbHBIM [TPOrPAMMHBIM 00€CIIEUEHUEM.

9. MeToan4eckne MaTepUAaJIbl

9.1. Ilnanbl NPAKTHYECKUX 3aAHATHH — poBepKa copmupoBanHocTH kKomnereHumii — K-
5 u IIK-6

Tema 2 (6 u.) 3auguma ungopmayuu 6 KOMNLIOMEPHHLIX CEMAX

3agaHus:

1. Pa3paborath cuctemy 3amuThl HHPOPMALUH sl GUPMBI (CITUCOK U CTPYKTYpa GUpM

MIpeIaracTCs MPETo1aBaTesieM).

2. IlpoBectn aHanmM3 00BEKTOB HH(DOPMATH3AIMH U Pa3padOTATh CUCTEMY Pa3rPAaHUICHHUS JI0-

CTyIa.

Pabora ¢ mexxcereBbiMU 3kpaHaMu. Co3gaHue JEMIINTAPU30BAHHON 30HBI.

Opranu3zanys 3aiumEHHOTO JIEKTPOHHOTO T0KYMEHTO000pOTA.

. I[IponsBecTr U3MEHEHHS ¢ YU4ETOM BBOIHOM: (hrpMa MoTydmiia KOHTPaKT 1o ['ocobopoH3aka-
3y ¥ MOJy4uia mpaBo paboTars ¢ uHbopMalueil, uMeronieit rpud «CeKpeTHO».

YKazaHus 10 BBITTOJIHECHUIO 33/ IaHUM:

S
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1. 3yunTh TEOpUTHYECKUI MaTEpUall 10 TEME.

2. V3yunth NOKyMEHTALMIO HA cUCTeMy 3aluThl nHpopmarun «Ilanmups-K» ans agmunuctpa-
TOpa.

3. OTBETUTH HA TEOPUTHUUIECKHUE BOIIPOCHI B KOHIIE JTAOOPATOPHOU pabOThI

Crnucoxk nureparypsl:

[IpuBenén B 1. 6 nannou PII/]

MarepuanbHO-TEXHHUECKOE 00eCTieYeHHE 3aHATHS:

1. Komnerorepsl o konudecTBy oOydaromuxcs ¢ pa3pépuyroit OC MS Windows, BupTyasibHOI
MAaIIuHOM.

2. Cucrema 3auutsl uHGopManuu «[lanups-K» nnm ananor umu sMysstop.

3. CucreMa 3JIeKTPOHHOTO JOKYMEHTO000pOTa

Tema 3 (4 u.) Cpeocmea ooHapyHceHUs KOMNBLIOMEPHBIX AMAK U AyOUm 6e30nacHocmu

KOMRNbIOMEPHBIX CUCEM

3agaHus:

Pa3BepHyTh cucTeMy 0OHapy>KE€HHs BTOPKEHUH.

[TpoBecTu HaCTPOMKY cUCTEMBbI OOHAPYKEHUSI BTOPKEHHIA.

CrutaHupoBaTh ay/IUT CeTeBOW O€30MaCHOCTH (PUPMBI.

[TpoBecTu aeTanbHBIN aHAINW3 HH)OPMALIMOHHBIX PECYPCOB.

. IIpoBectu TeCTHI HA IPOHUKHOBEHHUE.

VKasaHHs[ I10 BBIMIOJIHEHUIO 3aJaHUil:

1. M3y4uTh TEOPUTUUECKUI MaTepHrall IO TEME.

2. OTBeTUTH HA TEOPUTUUYECKHE BOMPOCHI B KOHIIE JTA0OPAaTOPHOU pabOThI

Crnucoxk nureparypst:

[Ipusenén B 1. 6 nanuoi PIT/]

MarepHuanbHO-TEXHHUECKOE 00eCieYeHHE 3aHATHS:

1. Komnerotepsl o kosimuecTBy odyuaromuxcs ¢ pa3pépuyroit OC MS Windows, BupTyanbpHOM
MaIlIMHON IPOrpaMMHBIM OOECTIEYeHHUEM JIJIsl TECTUPOBAHUS U ayIUTa.

MRS

ITo pe3ynbTaTaM MpakTUYECKOT'O 3aHATUS 00YUaIOIIHECs COCTABIIAIOT OTUET, CTPYKTypa KOTOPO-
ro mnpejacrasieHa Hke. OTYET cocTaBiseTcss B AJIEKTPOHHOH (hopMe ¢ ucrosib3oBaHueM MS
Office 2007 u BbILIE U MIepeIa&TCs MPENOo1aBaTeI0 NOCPEICTBOM OrOBOPEHHON (OPMBI CBSI3H.
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[punoxenne 1. AHHOTAUSI AUCHHUILIMHBI

AHHOTALIUA ANCHUTTJIMHBI
Henb nuctumianHbl: npodeccuoHaibHash MOArOTOBKAa MarMCTPaHTOB, HEOOXOAMMas JUIsl OCBOe-
HUSI METOJIOB M TEXHOJIOTHH 3alIUTHI HH()OPMAIMH B KOMITBIOTEPHBIX CETSX.
3anauu: 1aTh 3HAHUSA:
0 METOJ[aX M CPEJCTBAX 3AIMUTHI HHPOPMAIIUU B KOMITBIOTEPHBIX CETSIX;
0 TEXHOJIOTMH MEXKCETEBOT0 HKPAHUPOBAHMUS,
0 METOJ[aX M CPEJICTBAX MOCTPOCHHUSI BUPTYaTbHBIX YACTHBIX CETEH;
0 METOJax M CPEJCTBAX ayAMUTa 3AIUIIEHHOCTH MH)OPMAITMOHHBIX CUCTEM.
B pesynbrare 0OCBOCHUS TUCIUILTHHBI 00YYarONIUICS JOKEH:
3HATh:
TEXHOJIOTUH OOHApYKEHUsI KOMITBIOTEPHBIX aTaK M WX BO3MOYKHOCTH; OCHOBHEIC YSI3BUMOCTH H
THUIOBbIE aTaKU Ha COBPEMEHHBIE KOMITbIOTEPHbIE CUCTEMBI,
BO3MOXXHOCTH ¥ OCOOCHHOCTH HCIIOJIb30BaHUSI CIIEIUAIN3UPOBAHHBIX TPOTPAMMHO-AIIIapaTHBIX
CpPEeZCTB IIPU NPOBEICHUH ayIuTa HH(POPMALIMOHHOHN 0€301MacHOCTH;
METO/BI 3alIUTHl KOMIBIOTEPHBIX CETeH NMpPU aBTOMATH3alUU WH()OPMAIIMOHHBIX MPOIECCOB U
UH(POPMATU3ALUY TPEIIPUATHI U OpraHu3aIHii
KJIacCU(UKAIUIO U OOIIYI0 XapaKTEePUCTHKY CETEBBIX IMPOrPAaMMHO-AIIAPATHBIX CPEJCTB 3alllH-
Thl UH(POPMALIUY;
0COOEHHOCTH peaH3aluyd METOJIOB 3alIUThl MHPOPMAIMU COBPEMEHHBIMH IPOTPAMMHO-AIIa-
pPaTHBIMHU CPEICTBAMU;
OCHOBHBIE IIPUHIIUIIBI a/IMUHUCTPUPOBAHHUS 3aIIUIIEHHBIX KOMITBIOTEPHBIX CHCTEM.
YMers:
BBITIOJTHATH HACTPOMKY 3alIUTHBIX MEXaHU3MOB CETEBBIX MPOTPAMMHO-ANITAPATHBIX CPE/ICTB;
HACTpauBaTh MOJIMTUKY OE30MaCHOCTU CpPEACTBAMH MPOTrPaMMHO-aNNapaTHBIX KOMILJIEKCOB Ce-
TEBOW 3alIUTHI MHPOPMALINH;
OpPraHU30BBIBATh 3ALIUTY CErMEHTOB KOMIIBIOTEPHOM CETH C MCIOJIb30BAaHHUEM MEXKCETEBbIX
9KPaHOB;
OPUMEHATh MEXaHU3MBbl 3alUThl, PEaTU30BaHHbIE B MPOrPaMMHO-ANINAPATHBIX KOMIUIEKCAX, C
IEJTBI0 TIOCTPOCHHUS 3alIUIIEHHBIX KOMITBIOTEPHBIX CETEH.
Bnanets:
HaBBIKAMH aIMHHHCTPHUPOBAHUS CETEBBIX MPOTPAMMHO-AIMIAPATHBIX KOMIUIEKCOB 3aIlUTHl HH-
(dhopmanuu;
METOAMKOH MPOBECHHS ayIuTa HHPOPMAIIMOHHOHN 0€301TacHOCTH.



